
VILLAGE OF DOWNERS GROVE
Report for the Village Council Meeting

SUBJECT: SUBMITTED BY:

Firewall Replacement
Dave Kenny
Director, Information Technology

SYNOPSIS

A motion is requested to authorize the purchase of a Palo Alto Networks PA-3220 Next-Generation Firewall 
along with subscription licensing and maintenance for three years from the Burwood Group, Inc. of 
Chicago, Illinois in an amount of $46,969.75.

STRATEGIC PLAN ALIGNMENT

The goals for 2019-2021 include Exceptional Municipal Services. 

FISCAL IMPACT

The FY20 Budget includes $48,000 in the Equipment Replacement Fund for the firewall replacement.

RECOMMENDATION

Approval on the April 7, 2020 consent agenda.

BACKGROUND

As part of the IT Department’s hardware lifecycle management plan, the 2020 work plan includes replacing 
the Village’s network firewall.  A firewall is a crucial part of any network infrastructure that acts as a 
gatekeeper between our network and the outside world.

Organizations can avoid problems associated with inoperable or obsolete equipment by following a timely 
replacement schedule of aging hardware.  Critical network devices, such as a firewall, should be replaced 
every five years.  The current firewall is six years old and past end-of-life.  Additionally, no new features 
are being added to the current model.  Newer models, such as the PA-3220, have an increased functionality 
that assist the Village in its cybersecurity goals.

An RFP was published in accordance with the Village's purchasing policy and two vendors responded.  Staff 
recommends the purchase of the firewall hardware along with all associated licensing and maintenance for 
three years from the lowest cost bidder, the Burwood Group Inc., for a total cost of $46,969.75.
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ATTACHMENTS

Contract Documents
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Burwood Group Inc
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