
VILLAGE OF DOWNERS GROVE
Report for the Village

SUBJECT: SUBMITTED BY:

SCADA System Improvements
Nan Newlon
Director of Public Works

SYNOPSIS

A resolution has been prepared authorizing the execution of a contract for SCADA System Improvements 
with Concentric Integration in the amount of $188,800.

STRATEGIC PLAN ALIGNMENT

The goals for 2019-2021 include Top Quality Infrastructure.

FISCAL IMPACT

The FY19 Budget includes $200,000 in the Water Fund for this project. 

RECOMMENDATION

Approval on the December 3, 2019 consent agenda.

BACKGROUND

This work involves upgrading critical components of the Village’s Supervisory Control and Data Acquisition 
(SCADA) system. SCADA refers to an industrial control system which is a computer system monitoring and 
controlling a process. In Downers Grove, the SCADA system is used to monitor, record and control the 
operations of the water system. This project will keep the system running efficiently and implement new 
technology that will provide time savings and better process information, making it a more useful tool for 
managing Village infrastructure. Specifically, the proposed work under this contract for 2019 can be broken 
down as follows:

 Upgrade SCADA PLCs – A PLC (Programmable Logic Controller) is a small, ruggedized computer 
used in industrial control systems. They were designed and first used in the automobile industry for 
controlling assembly line processes.  PLCs are used at the water towers and water receiving stations 
to collect water pressures and temperatures, open and close valves, and collect water flow rates.  
Existing PLCs are either obsolete, or will become obsolete in the coming years.  Once PLCs become 
obsolete, trying to find repair parts becomes very expensive.

 Upgrade Radios – Another component of the SCADA system is a network of radios that use the 
Village’s licensed VHF frequency band to send information from the PLCS at remote water sites to 
the main SCADA PLC located at Public Works. The current radios in the system were installed almost 
20 years ago.  As the radios age they become less reliable.  Radio failure, or down time, means of loss 
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of information from the remote water sites to the main SCADA PLC that could impact water system 
operations.

Staff has worked with Concentric (formerly known as Baxter & Woodman) on a variety of SCADA projects 
as well as ongoing non-contract service and support since 2007. Within that time frame Concentric has 
provided consistently superior service and highly trained staff to the Village.  It is common practice for 
communities to use the same integrator for extended periods of time because there are significant benefits to 
doing so.  The longer an integrator has worked with a system, the more familiar they are with the system, 
which results in better designs, more efficient troubleshooting, and elimination of the need for an expensive 
learning curve by switching integrators. Using the same integrator results in net lower costs to the community. 
Among the unique aspects of Concentric are:

1) They are experts in the critical technologies that are used in Downers Grove including, but not limited 
to GE iFix, Rockwell (Allen Bradley) PLCs, and Microsoft operating systems and software. 
Concentric is a GE/Intellution Solution Provider, a Rockwell (Allen Bradley) Recognized Systems 
Integrator (factory authorized), as well as a Microsoft Certified Partner.

2) Guarantee their 24 hour/day x7 days/week responsiveness (response within 30 minutes).

3) Uniquely skilled and qualified in industrial cyber security. Recognizing the sensitivity of water utility 
data, Concentric employs a “Certified Information System Security Professional” (CISSP) that is 
responsible for the security and network architecture of our SCADA system. This is important because 
SCADA systems are increasingly seen as extremely vulnerable to cyberterrorism attacks.  Concentric 
is currently the SCADA and related cyber security consulting firm working for the City of Chicago.

4) They are the largest Water/Wastewater Systems Integrator in the area, with staff that is available when 
needed.  

ATTACHMENTS

Resolution
Contract Documents
Contractor Evaluation
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RESOLUTION NO.          

A RESOLUTION AUTHORIZING EXECUTION OF AN 
AGREEMENT BETWEEN THE VILLAGE OF DOWNERS GROVE 

AND CONCENTRIC INTEGRATION 

BE IT RESOLVED by the Village Council of the Village of Downers Grove, DuPage County, 

Illinois, as follows:

1. That the form and substance of a certain   Agreement (the "Agreement"), between the 

Village of Downers Grove (the "Village") and Concentric Integration (the "Consultant"), for 

improvements to the SCADA system used to monitor, record and control the operations of the water 

system, as set forth in the form of the Agreement submitted to this meeting with the recommendation of 

the Village Manager, is hereby approved.

2. That the Village Manager and Village Clerk are hereby respectively authorized and 

directed for and on behalf of the Village to execute, attest, seal and deliver the Agreement, substantially in 

the form approved in the foregoing paragraph of this Resolution, together with such changes as the 

Manager shall deem necessary.

3. That the proper officials, agents and employees of the Village are hereby authorized and 

directed to take such further action as they may deem necessary or appropriate to perform all obligations 

and commitments of the Village in accordance with the provisions of the Agreement.

4. That all resolutions or parts of resolutions in conflict with the provisions of this 

Resolution are hereby repealed.

5. That this Resolution shall be in full force and effect from and after its passage as 

provided by law.

                                                             
Mayor

Passed:
Attest:                                                    
                Village Clerk
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Village of Downers Grove 
Contractor Evaluation

Contractor:  Concentric Integration (formerly Baxter and Woodman Control Systems 
Integration)

Project:  SCADA system improvements

Primary Contact: Jim Gramhofer    Phone:  815.444.4447

Time Period:  Fall of 2017

On Schedule (allowing for uncontrollable circumstances)  Yes   No

Provide details if early or late completion: SCADA server upgrade, installation of CL2 
monitors and software updates were all completed on time.

Change Orders (attach information if needed): None

Difficulties / Positives: Concentric Integration upgraded the main SCADA server, 
updated several software programs on the server, and installed new Swan chlorine 
analyzers.  All installations and upgrades were done in a timely manner, and the work 
that was done was satisfactory.

Interaction with public:

  Excellent    Good    Average    Poor

No comments reported  

General Level of Satisfaction with work: 
 

  Well Satisfied    Satisfied    Not Satisfied

Reviewers:  David Moody, Water Manager

Date:  November 14, 2019
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